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Editor’s Comments
Welcome to the second issue of the Innovating EdTech newsletter monthly
newsletter. The opening two months of 2022 have been non-stop and now we
get a short period of time to reflect on the crazy things that have happened over
the past month. For me February has been a month of planning, designing,
creating and developing new features and projects ready for the new financial
year.

In this months edition of the Innovating EdTech newsletter we look to keep up to
date with everything going on in the world of EdTech and the growing resources
coming out from the team at the National Cyber Security Centre (NCSC) around
cyber security in schools. We also have a great showcase feature from Rachael
and the team at Arc Maths and how they are using the power of EdTech to tackle
underperformance in maths throughout schools. Finally we look to the latest
guidance coming out from the team at the Department for Education and ask the
questions around your school website and if it’s compliant?
Like all editions of the newsletter we look to bring the latest information from the
world of EdTech and make it openly available for all members of the education
community to access. With March just around the corner we are already planning
this months edition and what a better way to take you inside the world of EdTech
than with a visit to the UK’s largest EdTech event. This March I will be attending
the BETT Show 2022 at the ExCel arena in London. To stay up to date with my
adventure make sure you are following my social media channel
@MrJSmithson_EDU
We’d love to hear your stories and suggestions for next month’s newsletter. If
you’d like to get involved sharing your story or showcasing your EdTech product,
please do let me know. Contact j-smithson@outlook.com or tweet
@MrJSmithson_EDU with your ideas, suggestions or showcase stories.

Jordan Smithson
Editor

@MrJSmithson_EDU

Latest News From EdTech

News
The latest news on EdTech resources, cyber security and much more
Cyber security guidance from the NCSC

NCSC advises organisations to act
following Russia’s further violation
of Ukraine’s territorial integrity
The National Cyber Security Centre have
released guidance for organisations to act
on to improve their resilience against
cyber threats in the wake of the current
situations in Ukraine.
To view all the guidance please head to
the following web link.
www.ncsc.gov.uk/news/organisations-urgedto-bolster-defences

It is important that even through there
currently isn't an initial threat that we all
play our part in ensuring we are secure.
If you need any help with checks or
working through the guidance please
reach out to us.
For more information or useful resources
on how to ensure your school network is
safe from the threat of a cyber attack,
please see the NCSC website by going to
www.ncsc.gov.uk

Going Cloud Based? How do
you get started?
Over the past 2 years, I have been
working to take my school fully cloud
based with our bespoke cloud network
ASCLOUD built on the Microsoft365
platform.
One of the main questions that I have
received multiple times over the past 2
years from other schools is, how did you
get started and what steps did you take?
So listening to the questions, I am
starting to build a new info/training
series which will go live this month to
take you inside the world of EdTech and
show you how I took a primary school of
over 500+ people to a fully cloud based
system.
Keep an eye out on my social media for
updates on this and if you have any
questions or wish to get a demo on our
platform. Please reach out via email to
j-smithson@outlook.com

Make sure you stay up to date and share your
stories via social media

@MrJSmithson_EDU
Facebook | Twitter | Instagram | YouTube

Latest News From EdTech

IT technician jailed for revenge cyber-attacks
A story came out on the BBC News website on the 11th Feb 2022 about an IT Technician jailed
over creating a cyber attack which took down the network and data at their own school.
You can view the full story via the following link.

But this is where questions need to start being asked by school leaderships who only have 1 or
2 IT technicians working in-house at their school. When we think of IT techs working in-house,
we think of the person sat in their office surrounded by screens with all of the information to
access every aspect of the network. Having only 1 person responsible for this mass of critical
information creates a weak link in the system.
The easiest way to look at this is, if that 1 person is off ill or for some other reason leaves their
role. They hold all of the key information to your schools network and data, putting them in an
almost god like position as everything schools do in the modern age is digitally based.
An easy way to add some redundancy to this and ensure that this situation doesn’t affect your
school is either bring in another member of staff to work within your IT team to ensure that
there is always someone who can monitor and lock out the other member should they leave.
Schools could also bring in a new managed service provider with the core responsibility to be
the schools domain admin. Having the highest level of access and then delegating the correct/
limited access permissions out to the onsite IT staff.

Now I’m not saying to meet with your teams and start locking everyone out of different areas,
but it is always worth having a discussion and having a plan in place that in the event that your
IT tech needs to be locked out of the systems that someone is able to do this.
If you would like to discuss more about this topic please reach out to me. Not all IT Techs will
do this but it’s always important to ensure you have the procedures in place in the unlikely
event that it does.
https://www-bbc-co-uk.cdn.ampproject.org/c/s/www.bbc.co.uk/news/uk-england-leicestershire
-60349121.amp

BETT Show 2022 is back!
The BETT Show 2022 is back this March at the ExCel arena in London and I’m super pleased to
say that I will be attending on the Friday.

“Bett is the global community for education technology. We spark ideas, create connections
and accelerate trade, driving impact and improving outcomes for teachers and learners. “
I will be attending this year to discover the latest EdTech trends, get hands on with the latest
technology and also connect with as many members of the EdTech community as possible.
Make sure you are following me on social media to track my movements throughout the day
but also suggest where you think I should stop off - @MrJSmithson_EDU

Champion Websites

This Month’s Champion
Websites
1 - National Cyber Security Centre - https://www.ncsc.gov.uk/
2 - Freshworks - https://www.freshworks.com/
3 - Padlet - https://www.padlet.com/
4 - Calendly - https://www.calendly.com/
5 - LinkedIn - https://www.linkedin.com/
6 - Microsoft Planner - https://tasks.office.com/
7 - Experiments with Google - https://experiments.withgoogle.com/collection/ai
8 - Scratch - https://scratch.mit.edu/
9 - Teachable Machine - https://teachablemachine.withgoogle.com/
10 - Microsoft Forms - https://docs.microsoft.com/en-us/learn/

This month’s top 10 websites are aimed at all parts of the education community.
Think you have a website that’s worthy of the top 10 list? Share them with my via
social media.
Please note that all of the above websites are selected on my own opinion and do not reflect the views
of my employers.

The ANME is free for its members, funded entirely
by a group of highly supportive sponsors that
understand the unique situations the members
face daily.
Join for free today and become part of a dedicated
community of colleagues from around the
country.
Free to join

Register
Today!

Free to attend
Termly Meetings

Network with colleagues face-to-face and online

SAVE THE DATE!
Touchscreen Shoot-out

1st March 2022

Spring Meetings Running All Through March
Police Cyber Alarm Webinar

8th March 2022

The ANME Trail at BETT Show

23rd - 25th March 2022

Schools and Academies Show

27th April 2022

www.anme.co.uk/events-meetings

EdTech Product Showcase

EdTech for the classroom:
Tackling underperformance in
maths
In the crowded market of secondary maths EdTech, there is a new arrival, Arc
Maths. We talk to the teacher and EdTech founder, Rachel Dunsmore, about what
drove her to create Arc Maths App and why it is needed
Arc Maths App launched at the start of lockdown. “It was a terrible time to start a
business even if it was an EdTech business,” says Rachel Dunsmore, former
maths teacher and the driving force behind Arc Maths. “What we are offering is
tech for the classroom rather than tech for remote learning – which is what
schools needed at that time.” Nevertheless, it wasn’t all bad; Arc Maths App was
a finalist last year for Educational App at the prestigious BETT awards and is
currently short-listed for Secondary Digital Learning Product at BETT this year.
There are other challenges too. Persuading SLTs why Maths departments need
more than one online learning tool is a hurdle to overcome. “I liken it to a ruler
and a protractor,” says Rachel. “Different tools for different jobs. Arc Maths has
an entirely different purpose to the conventional products available to schools.”
Many schools use online maths learning platforms for homework tasks and
consolidating what they are currently covering in lessons, whereas Arc Maths
focuses on what has previously been taught to stop pupils forgetting and
strengthen core skills

EdTech Product Showcase

The final straw for her came when teaching the same content to year 11 that she
was teaching to year 8. “There are pupils that make almost no progress in maths
during their time at secondary school. This is because they fail to retain what they
have been taught. Even if they can perform the skill during the lesson, they
quickly forget. Any teacher knows the feeling of coming back to a topic a couple
of weeks later and finding that the pupils are adamant they have never seen it
before in their lives. Pupils cannot make progress if they cannot remember.”
This is the problem that Arc Maths is trying to address by drawing heavily on
evidence-based research in cognitive science. Using a combination of retrieval
practice and spaced practice, Arc Maths delivers twelve questions to each pupil
per session depending on how they have answered previous questions. If a topic
has been forgotten, the pupil is given additional practice questions immediately
and then systematically over the following 3 months with increasing time lapses
to secure the knowledge in long-term memory. “10-quick-questions are already a
feature of many teachers’ lessons. By combining it with technology, we can do far
more than just offer a recap. As a teacher, I can’t possibly mark, collate and
provide individual follow-up for every pupil in a way that maximises their learning
– but that is exactly what Arc Maths can do.” It is early days but the feedback
from schools has been extremely promising.
The initial version of Arc Maths was released for iPads. The touch screen interface
allows for the integration of handwriting recognition - “Don’t get me started on
maths and keyboards!” exclaims Rachel – and the user experience has clearly
been carefully considered. The dashboard is straightforward with a couple of
measures to track progress and engage. But the real attraction of Arc Maths App
is in its simplicity. Versions for Chromebook and mobile phones are due for
release at the end of March.
For more information on Arc Maths App contact rachel@arceducation.co.uk
Website: www.arceducation.co.uk

Rachel Dunsmore
EdTech Founder

rachel@arceducation.co.uk
www.arceducation.co.uk
@Arcmathsapp
@ArcMathsApp
@Arc_Maths

Increase In Phishing

Increase in Phishing. What to
look out for?
Over the past few weeks we have seen a large amount of activity around phishing
emails targeting schools. My school along has had countless attempts from
accounts trying to catch staff out with fake emails pretending to be companies
passing on financial information or invoices to pay.
These emails, whilst they might look to be sweet and innocent. The underlying
danger that comes with them can put schools and companies into huge
infrastructure issues and financial loss. I have spoken a lot recently to my school
and other schools about the state of readiness that we all need to be on should
one of these emails come through and whilst many schools have IT support based
onsite, there are many others that don’t. It’s these schools that require the extra
support and training to understand what a phishing email is and what their staff
have to do in order to play their own part in the greater fight against cyber
attacks.
So in an attempt to support as many people as possible and create a greater
understanding of everyone's roles. I have put together my Top Tips on how to spot
and what to do should you receive a phishing email.

Increase In Phishing

1

ONLY OPEN EMAILS FROM TRUSTS USERS
This may seem fairly logical, but top tip #1 is to only open emails
from trusted users. If you receive an email from an account who
you haven’t heard of before many think twice before opening
anything.

THINK BEFORE YOU CLICK
When it comes to phishing emails, hackers are looking for one
thing. They are hoping that you don’t fully read the email and just
click on the link. By making the email look as realistic as possible
this can even get past some IT experts. Always take a step back
and think, should I actually open this attachment?

3

DON’T BE AFRAID TO ASK
One thing that I have noticed since working in schools is the culture
of not always asking for help if you are unsure. If you are ever
unsure about an email that you think might not be real, always ask
someone. Most schools have some form of IT Support, get them to
verify before you click on anything.

ENABLE MUTLI-FACTOR AUTHENTICATION
When managing your school email accounts it is recommended to
have multi-factor authentication enabled for all users. Now for
most schools this is still something that requires a little bit of
working out as all users need to have access to another device like
a phone or iPad to approve the sign in request. All domain admin
accounts should have MFA enabled as standard. Where possible
ensure everyone has it enabled.

5

2

4

KEEP ALL ACCOUNTS PASSWORDS UP TO DATE
An easy step to ensuring that you remain protected is to keep your
account passwords up to date and that you don’t use the same
password for multiple business accounts to reduce wide spread
access in the event of an attack. There are loads of useful guides
on the National Cyber Security Centres website on the best
passwords to set.

Increase In Phishing

Support For Technical Staff
You are not alone...
When working in EdTech, cyber security has become one of the major talking
points over the past couple of years. One of the biggest thing to remember when
dealing with cyber security issues or potential phishing emails is that you are not
alone.
One of the things I have learnt through my time working in EdTech is that it can
be quite an isolated job as it takes a certain amount of ‘geek’ to know everything
we know and for some reason most people get confused when you start talking
about GPOs and scripting. Can’t understand why….
When it comes to cyber security there are a few things to take into account and a
few places that you as a member of IT staff can go to gain ideas and share
thoughts. Firstly, I would always recommended looking at the National Cyber
Security Centre website for the latest updates and guidance on how to deal with
certain issues and what you can do to better protect your organisation.
The next step I would always take it to send time looking through and learning
from support guides from your email providers support page. Whether this is
Microsoft, Google or another provider, all of them should have an in-depth
support page with up to date documentation on what settings you can put in place
to support with cyber security prevention. Within Microsoft as I'm sure is the
same with Google, anti-phishing and spam settings come set up as default but it
is always worth looking into these settings and understanding what you can
change/add to further enhance the protection you are providing to your
organisation.
Using forums can also been a good place to gain a true understanding of how
these settings work and learning from the experience and knowledge of others.
For me, I am a member of the Association of Network Manager in Education
(ANME) and this has been a great place for me to expand my knowledge over the

Increase In Phishing

past few years of working in EdTech. Along with other forums like EduGeek, Twitter
is also another great place where thousands of EdTech come together to share
knowledge and ideas through the Twitter community. I am on Twitter and always
aiming to share as much information as possible, feel free to add me using
@MrJSmithson_EDU.
One of the top tips that I always give to new EdTechs is to remain calm and take
you time. Dealing with your first potential cyber issue can cause a lot of stress
which could lead to miss-communication and more issues. For me, staying calm
and working through my process is where I start. Look at the situation as a whole
school image before looking into identified specifics. Identify key specific areas
that you think might be affect and then look into them one at a time. This will more
than likely start building a bigger picture where you see that area connecting to
another area, but jotting these notes down before looking into the next area gives
you time to think about the whole process and allows you to better plan out your
next steps.
Built into the Microsoft Security Centre, in Policies & Rules tab you will be able to
see ‘Threat Policies’. Within here you can mark add in new rules within the ‘Tenant
Allow/Block Lists’ to block email addresses and domains from potential phishing
email addresses. Whilst this can be a bit of a boring task, it does provide a small
amount of extra protection because so long as the email/domain remain in this
list. All future emails coming into the school from that name will be marked as
phishing and won’t reach the end user.
What top tips do you have for supporting EdTechs with potential phishing attacks?
Share your thoughts via social media.

Article by
Jordan Smithson

Is your website compliant?

School Websites. Is yours
compliant?
Over the past few months I have been looking into schools websites
and what is the best solution out there. One of the things I have
noticed is that the DfE provide loads of information to schools about
what schools are required to show. Now for me, looking at a constant
list is something I dread, so why isn't there a nice and easy to
understand checklist?
Well, now there is. I have put together a easy to understand
checklist which pulls all of the critical information from the
DfE’s requirement list into a cleanly formatted checklist for all
schools to follow.
To access the check list, please head to the link below where
you can download your free copy.
This checklist will be updated when the main DfE guidance is
updated, so please ensure you check back for the latest updated.
If you have any questions please feel free to reach out to me
via email j-smithson@outlook.com

https://mrjsmithsonedu.wordpress.com/school-resources/

School Website
Compliance
Checklist
Easy to use checklist
containing all of the
information from the
Department for Education
guidance
By Jordan Smithson

@MrJSmithson_EDU 2022

Working with me

Working With Me

One thing I get asked from time to time is can you lead training or help
us with our cloud journey and the quick answer is yes!
I am more than happy to help and support schools whether it be
leading training sessions to staff and the school community or acting as
a consultant for your long term strategy’s
If you would like to work with me in any capacity please reach out to
me and let me know.
I am currently working on a new range of training videos around
heading to the cloud and how we have taking a full primary school to
run on a new cloud based platform built within Microsoft365.

Get in touch via social media or by email j-smithson@outlook.com
Twilight training sessions are currently available for all things IT and
cloud, with Microsoft training sessions also being available.
If it is something I can do to help then I will always aim to support.
The core vision of my work is to empower everyone to achieve more
through technology.
Let’s start that journey together today!

@MrJSmithson_EDU

On Twitter
Facebook
Instagram
YouTube

What’s happening this month

What’s Happening This Month

Well that about brings this second issue of Innovating EdTech to a
close, I just wanted to pass on my thanks for reading and for
supporting my journey to empower others.
As the world of technology and EdTech are constantly evolving, here
are some of the things to watch out for this month across my social
media and website.

1) GDPR and Cyber Security Training for Staff
2) How to deal with phishing emails in schools
3) Making your school website more engaging
4) My adventures round the BETT Show 2022
And much, much more. Stay Tuned!

This newsletter is created by and the property of @MrJSmithson_EDU 2022

SAVE THE
DATE!
We will be back for the 3rd issue of the
Innovating EdTech newsletter on the
31st March 2022
Make sure you head to our social
media to share your stories, top tips
and innovating ideas with the EdTech
community.
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